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Abstract. Setting up security associations between end-user devices is
a challenging task when it needs to be done by ordinary users. The in-
creasing popularity of powerful personal electronics with wireless commu-
nication abilities has made the problem more urgent than ever before.
During the last few years, several solutions have appeared in the re-
search literature. Several standardization bodies have also been working
on improved setup procedures. All these protocols provide certain level
of security, but several new questions arise, such as ”how to implement
this protocol so that it is easy to use?” and ”is it still secure when used
by a non-technical person?” In this paper, we attempt to answer these
questions by carrying out a comparative usability evaluation of selected
methods to derive some insights into the usability and security of these
methods as well as strategies for implementing them.

1 Introduction

The process of setting up a security association between two devices is sometimes
referred to as pairing. Secure pairing of electronic devices that lack any previous
association or infrastructure support, is a challenging problem especially when it
needs to be done by ordinary end users without technical expertise. The increas-
ing popularity of powerful mobile electronic devices has made this problem more
urgent than ever. Laptops, personal digital assistants (PDAs) and mobile phones
all have integrated advanced communication technologies. When the same de-
vices are used for monetary transactions also, the security of these protocols
gains a whole new importance. However, no standard user friendly method for
establishing secure communication among arbitrary devices exists.

Recently, several different proposed solutions to this secure device pairing
problem have appeared in the research literature. Typically these protocols uti-
lize human authenticated and possibly location-limited [8] auxiliary communi-
cation channels including visual [12,17], aural [10], short-range wireless channels
like Near Field Communications (NFC) [1], and actual physical contact. Each of
these proposals makes its own assumptions about the hardware capabilities of
devices involved.
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Several standardization bodies also recognized the seriousness of the problem
and have begun work on specifying more usable and more secure procedures for
device pairing. Wi-Fi Alliance is working on specifications for Wi-Fi Protected
Setup [5]. Microsoft has released specifications for Windows Connect Now-NET
[3], which is closely related to Wi-Fi Protected Setup. Bluetooth Special Interest
Group has released a white paper on Simple Pairing [2] and is expected to re-
lease the specifications soon. The Universal Serial Bus (USB) forum has recently
released the specifications for Wireless USB Association Models [4] which spec-
ifies the procedures for pairing two Wireless USB devices. Unlike the research
papers, the standards specifications have to consider devices with a range of
hardware capabilities. Consequently, the specifications do not dictate a single
pairing method. All of them support the use of at least one type of secure aux-
iliary channel. For example, Bluetooth Simple Pairing supports the use of NFC
and Wireless USB Association Models support the use of USB cables. All the
specifications also allow the users themselves to be used as auxiliary channels
(See Section 3).

To the best of our knowledge, no comparative usability study of user inter-
action methods for secure pairing exists. We conducted a comparative usability
analysis of different methods in order to identify user preferences, evaluate usabil-
ity as well as to infer general guidelines for implementing some of the proposed
pairing methods.

A single test user cannot effectively compare more than a handful of pairing
methods in one test session. Therefore, in our study we concentrated on those
user interaction methods implied by the emerging standards specifications. Based
on a first round of testing, we refined and narrowed the tested interaction meth-
ods further and carried out a second round of testing.

2 Related Work

Although a number of papers have proposed different solutions to the secure
device pairing problem, most of them did not report on any significant usability
testing. One exception is the Network-in-a-Box project by PARC [6]. They use
location limited channels (such as infra-red, physical contact, USB-storage) to
provide human verifiable authentication of devices as a pre-requisite to admitting
them to a wireless network. Their user testing was to compare the usability of
the proposed approach with the traditional methods for configuring wireless
network clients. In contrast, our objective is to compare the usability of different
proposed approaches to one another.

3 Pairing Protocols and User Interaction Methods

Based on the pairing protocols described in the emerging specifications for se-
cure device pairing [2,3,5,4], we initially selected five different user interaction
methods to be tested, as described below.
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In all the emerging specifications, the typical approach for secure pairing con-
sists of running Diffie-Hellman key agreement protocol over the insecure channel
between the devices and then authenticating this key agreement. Authentication
is achieved by transferring some information via a secure auxiliary channel. In
this paper, we focus on the case where the users themselves constitute the secure
auxiliary channel. The auxiliary channel is used chiefly in one of two ways:

A. Transfer short string(s) so that integrity checksums computed independently
by either device can be compared.

B. Transfer a short secret passcode so that both devices share the same short
secret.

In approach A, both devices execute a short authenticated string (SAS) pro-
tocol, such as those described in [7,15,21]. Each device then independently com-
putes a short checksum based on its view of the protocol run. The SAS protocols
ensure that if there is an active man-in-the-middle, the two checksums are likely
to be different. Bluetooth Simple Pairing specification [2] and WUSB Associ-
ation Models specification [4] support this approach to secure device pairing.
The former requires 6 digit checksums while the latter requires 2-4 digit check-
sums. Neither explicitly specifies the user interaction by which the checksums
are compared. There are three obvious possibilities for the interaction methods:

1. Compare-and-Confirm: Each device shows its checksum on its display.
The user is then prompted to compare the displayed strings and indicate,
on each device, whether the two strings are the same or not.

2. Select-and-Confirm: During standardization discussions, there was some
concern that the Compare-and-Confirm method might be too easy for the
users leading to their answering the prompt without actually doing the com-
parison. A comparison method that forces the user to pay more attention
might be preferable. In the Select-and-Confirm method, one device shows
the checksum on its display. The other device shows a set of values including
its own checksum, as well as some other randomly chosen strings. On the
second device, the user is asked to select the entry that matches the string
shown on the first device, or indicate a failure if there is no matching value.
If the entry chosen by the user matches its own checksum, the second device
indicates success. Otherwise it indicates a mismatch. On the first device, the
user is prompted whether the second device indicated success or not.

3. Copy-and-Confirm: Not all devices have displays. A typical pairing sce-
nario is between a phone/computer and a keyboard. The Copy-and-Confirm
method is intended to be used in such scenarios. The device with the display
shows its checksum and asks the user to type this value into the second de-
vice. The second device compares the entered value with its own checksums
and indicates success if the values are the same. On the first device the user
is prompted whether the second device indicated success or not.

In approach B, both devices execute a short-secret authentication protocol.
Both WiFi Protected Setup [3] and Bluetooth Simple Pairing [2] take the ap-
proach of splitting the shared secret into k (k > 1) equal-sized components and
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running the MANA III protocol [9] k times where in each round each party
demonstrates its knowledge of the kth component. WiFi Protected Setup uses
2 rounds and requires a 4 or 8 digit passkey. Bluetooth Simple Pairing uses 20
rounds and requires a 6 digit passkey. In both cases, the passkey should not be
used more than once. Unlike the checksum in approach A, the passkey must be
kept secret from attackers until the pairing process has successfully completed.
There are two possible user interaction methods:

4. Copy: One device chooses a passkey and displays it to the user and the
user is asked to type the displayed value into the second device. The devices
automatically run shared secret authentication protocol which succeeds or
fails depending on the user’s ability to copy the passkey correctly into the
second device and the presence of an active attacker. Unlike in the Compare-
and-Confirm method, no further user interaction is needed here.

5. Choose-and-Enter: The user is asked to choose a random passkey and
enter it into both devices. Then the devices automatically run shared secret
authentication protocol which succeeds or fails depending on the user’s abil-
ity to enter identical values into both devices and the presence of an active
attacker.

In all of the above approaches, the likelihood of a successful man-in-the-middle
attack is inversely proportional to the size of the set of values the passkey or
checksum can take [20]. The only exception is WiFi Protected Setup, where
the level of security is inversely proportional to half the length of the passkey
space. In other words, to achieve a 4-digit level of security in WiFi Protected
Setup, 8 digit passkeys need to be used. The security of all of the approaches
is predicated on the assumption that the software implementing the pairing
procedure on each device has a trusted path to the user: approach A requires
that the attacker cannot hide or alter the UI (messages and prompts shown to
the user) of the pairing procedure on either device; approach B requires further
that the attacker cannot read the passcode displayed to the user.

4 The Study

In computer security, even one user error can be too much. In this regard, the
principles of usability of security clearly deviate from the general usability prin-
ciples. Usually, a trial-and-error approach is acceptable for the learning period
when taking a new system into use or playing around with the advanced fea-
tures of, say, an Office application. However, in usability of security this is not
possible. The same holds, of course, for other security-critical systems, such as
airplane cockpits or management of nuclear power supplies.

In a security-related interaction, we can group user errors into two categories.
A fatal error results in the violation of a security goal. All other errors are
safe errors. Although acceptable fatal error rate may change depending on the
application, we assume that any non-zero fatal error rate in the sample size of 40
is unacceptable for security applications. With respect to the pairing methods
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described in Section 3, we consider the following fatal errors in our study. In
approach A, a fatal error occurs when the checksums computed by each device
are different, but user input causes one or both devices to conclude that the
checksums match. Fatal errors are possible in all three interaction methods of
approach A. In approach B, a fatal error occurs if the user chooses an easy-to-
guess passkey in the Choose-and-Enter method. There is no possibility of a fatal
error in the Copy method.

This leads to the first two research questions we want to investigate regarding
the security of the tested methods:

1. Do users accidentally/carelessly make fatal errors in the tested methods?
2. Does Select-and-confirm have a lower fatal error rate than Compare-and-

Confirm?

In addition to the security implications of the interaction methods, we also want
to find out the effectiveness of the methods both quantitatively, and in terms of
user perception. This leads to the next two research questions:

3. How do the methods compare in terms of user perception?
4. How do the methods compare in terms of measurable parameters of effec-

tiveness? (time to completion and total user error rate)

4.1 Test Design and Procedure

Introduction of the tests to users: When test users know that they are
testing something related to security, their behavior tends to change drastically
[14]. In order to keep user behavior realistic, we designed all test material and
procedures so that (a) until the end of the test, security-relevance of the proce-
dure is not emphasized, and (b) the feedback on user actions was independent
of whether the action constituted a user error or not.
Choice of devices: The test scenario was one user pairing two devices of the
same kind. The same user controlling both devices is the most common real-life
scenario. But the devices involved are usually not similar. In order to account
for this, we used only the most basic user interactions in designing the user
interfaces. Similar user interfaces can be implemented in most types of devices.
Test procedure: Users were first given brief introduction to the study. They
were then asked to fill out the background questionnaire (Appendix C) to get de-
mographic information and learn about their mobile device usage history. Next,
users were given a brief introduction to the devices to show them the basic
operations needed during the test, such as how to move the cursor, erasing a
character, etc. The tests were then presented to the user sequentially in random
order. Finally they filled out the post-test questionnaire (Appendix D). In the
post-test questionnaire, users were given screenshots of each tested method for
easy reference. They were asked to associate given adjectives (e.g., ”easy”, ”pro-
fessional” etc.) with the methods, which method they would like for their own
device and what they found difficult about the interactions/UIs during the test.
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Tests were run in a private room with no disturbance during the whole process.
The testing time was around 20 minutes per user including at least 5 minutes of
free discussion at the end where they could give us any additional verbal feed-
back. The testing procedure remained same throughout the study although the
tested method variants and test devices changed.

4.2 Test Implementation

To investigate the likelihood of fatal errors in the methods involving comparing
checksums, we needed to simulate a man-in-the-middle scenario by having the
devices use different checksums. To measure effectiveness parameters, we needed
to record the time for completion. Finally, we needed to present the tests in
random order to account for learning effects. We designed a software framework
that aids in all of the above. The framework sets up a communication channel
between the two devices for co-ordination and takes care of logging completion
times user actions. It also enables partially automated test planning. All com-
mon functionality, such as inter-device communication or logging, is exposed
via a simple application programming interface. In effect, the framework allows
usability testing of any multi-device distributed application. The test developer
needs to implement the graphical user interface, and few service calls which can
be invoked by the framework. Further details about this framework can be found
in [13].

4.3 Participant Profile

We did two rounds of usability tests with 40 participants in each. Both tests
were conducted in university environments in two different countries with a
clear majority being U.S. and Finnish citizens. We used similar means of re-
cruitment announcement, such as mailing lists and bulletin boards, to attract
similar participant groups in both environments. The distribution of gender, age
and education of the test participants are given in Table 1.

Table 1. Participant Profile

First Group(40 people) Second group(40 people)
Gender Male: 60% Male:70%

Female: 40% Female: 30%
Age 18-24: 22% 18-24: 20%

25-29: 52% 25-29: 47%
30-34: 15% 30-34: 15%
35+: 11% 35+: 18%

Education High School: 13% High School: 32%
Bachelor: 30% Bachelor : 28%
Graduate Degree: 57% Graduate Degree: 40%

The groups had other similar characteristics. In both groups, the average
computer usage history for participants was around 12 years and the average
computer usage was 7 hours per day. All participants in our study had either a
PDA or a mobile phone, or both.
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4.4 First Round

In this first round of our study, we conducted our usability tests in a university
in the United States.

Material. We used iPAQ devices running Windows CE operating system. User
interaction consisted of using an on-screen keyboard on a color screen. The Win-
dows CE environment is intended for mobile devices but it provides a windowed
GUI environment that is similar to PC and other PDA operating systems.

Tested methods. Each method described in Section 3 was tested. The set-
tings used for each method are described below (Screenshots can be found in
appendix A).

1. Compare-and-Confirm: We used randomly generated 4-digit numbers to be
presented as ”checksums”. In half the cases, chosen randomly, we showed
different values on the two devices. The issuer prompt was ”Check if both
devices display the same value”. Users were given two button choices labeled
as YES and NO to give their answers.

2. Select-and-Confirm: The first prompt on the first device was ”Please select
”XXXX” from the list on the other device” followed by the question ”Did
the other device indicate success?” and YES/NO buttons. The second device
simultaneously showed the instruction ”Please choose the value other device
is displaying” and a list consisting of four 4-digit numbers, including the
value shown on the first device. A success or failure pop-up screen appeared
depending on whether the user chose the correct value in the list or not.

3. Copy-and-Confirm: The first device showed the text ”Enter the displayed key
to the other device” followed by a 4-digit checksum and the question ”Has
the other device indicated success?” The second device instructed the user
”Please enter the value the other device is displaying” and showed a success
or failure pop-up depending on whether the value was copied correctly.

4. Copy: We tested two variants: one using 4-digit passcodes and the other
using 8-digit passcodes. The first device showed a key and the text ”Enter
the displayed key to the other device”. The second device instructed the user
”Please enter the value the other device is displaying”.

5. Choose-and-Enter : The prompt was ”Choose a 4-digit hard to guess number
and enter it into both devices”.

Results. The quantative data is summarized in Table 2. Participants were asked
to associate given adjectives with the methods. The Participant opinions are
summarized in Figure 1. The graph shows the percentage of the participants
who associated certain adjective with a certain method variant.

We can make the following observations

– Copy-and-Confirm as well as Copy with 8 digit passkeys were perceived to
be hard to use.

– Fatal error rate was unacceptably high in all the methods except Copy.
– Select-and-Confirm had a 7.5% lower fatal error rate than Compare-and-

Confirm.
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Table 2. Summary of first round usability tests

Method Variant Avg. Comp. Time (sec.) Fatal Error Rate Total User Error Rate
Compare-and-Confirm 15.6 20% 20%

Select-and-Confirm 22.5 12.5% 20%
Copy-and-Confirm 27.6 10% 20%

Copy 4-digits 20.8 N/A 7.5%
8-digits 31.7 N/A 5%

Choose-and-Enter 32.7 >42.5% 45%

Fig. 1. Summary of participant opinions in the first round

The Choose-and-Enter method had an extremely high fatal error rate: 42.5%
of the users chose passkeys that were in a small set of predictable sequences we
screened for. It also had the longest average completion time. Since there is no
way to improve the fatal error rate in this method, we decided to abandon it.

The Copy-and-Confirm method had a high fatal error rate, and was not per-
ceived to be easy to use. From user feedback, it was evident that users were
confused about having to do two things (type a passkey, and confirm). There-
fore, we decided to abandon this method as well. It implied that in situations
where Copy-and-Confirm would have been applicable, it would be necessary to
use the Copy method.

The Compare-and-Confirm and the Select-and-Confirm methods both had
unacceptably high fatal error rates. In Compare-and-Confirm, all user error was
fatal. We decided to experiment further by modifying the UI in these cases.

The Copy method was inherently not prone to fatal errors, although users did
not perceive it as a user-friendly method.

In the next round, we decided to focus on the methods Compare-and-Confirm,
Select-and-Confirm and Copy.

4.5 Round Two

We conducted our second round of tests in a Finnish university. The participant
profile was quite similar to our first study as explained in section 4.3.
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Material. We used Nokia E60 series mobile phones running Symbian S60 3rd
edition. All test material, including questionnaires and user interfaces were avail-
able in both English and Finnish. Participants chose their preferred test lan-
guage.

Tested methods. We implemented the three variants selected at the end of
the first round. Based on the first round experience, we made some changes
intended to improve usability and security, as described below. All methods are
tested with 6-digit numbers, used either as checksum or passcode. We chose this
value because it is the longest value mentioned in the standards [2]. Although
[5,3] allow 8 digit passcodes, we ruled it out based on the results of the first
round, as well as the established cognitive fact that the maximum number of
chunks of information that can be kept in working memory is 7 [16]. In the UI,
the numeric code was consistently referred to as a PIN, regardless of whether it
was used as a passkey or checksum. Screenshots of the implementations can be
found in appendix B.

1. Compare-and-Confirm: The wording of the question was changed to ”Com-
pare the PIN numbers shown on both devices, are they DIFFERENT?” and
user was given two choices of SAME and DIFFERENT. The default response
key was assigned to the option DIFFERENT, so that accidental or careless
user error will no longer be a fatal error (Note also that the default label used
exactly the same word as in the question). This was done in order to gain the
users’ attention. When a difference is suggested, users tend to concentrate
more on finding it (e.g., [19]. Further, Hammer et al [11] have shown that
(i) people use positive constraints more intuitively, although they fail to use
them perfectly and (ii) the use of negative constraints enables a less natural,
but potentially more accurate categorization strategy. This meant that in
the usual case, the user’s thought process has to deal with something akin
to double negation: when the number sequences were the same, the response
to the prompt is ”no”, which the user has to mentally map to the key labeled
SAME. This design choice could be a potential source of difficulty since it
is well known in cognitive psychology that processing of double negation is
more complex and thus slower. We tested two variants, one with matching
checksums and the other with non-matching checksums.

2. Select-and-Confirm: The selection list offered four choices to select from but
”No Match” was added as an option to make the action more intuitive when
the correct value is not in the list. Design of the selection screen was changed
to target more user attention. The first prompt changed to ”Please select
the PIN below on other device” followed by the checksum in a separate line
and the second prompt ”Has the other device indicated success after selec-
tion?”. The pop-up screen showing success or failure was also redesigned to
give explicit next action guidance, E.g. ”Successful!, please choose YES on
the other device to continue”. We tested two variants one in which the set on
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the second device included the checksum shown on the first device, and the
other in which it did not.

3. Copy: Screen text in first device was changed to ”Please enter the PIN below
into the other device” followed by the PIN in a separate line. Second device
prompt was ”Please enter the PIN other device is displaying and press OK
when you are done”.

Results The data collected in this round is summarized in Table 3.

Table 3. Summary of second round usability tests

Method Variant Avg. Comp. Time(sec.) Fatal Error Rate Total Error Rate
Match No match

Compare-and-Confirm 6-digit & new GUI 16.4 13 0% 2.5%
Select-and-Confirm 6-digit & new GUI 16.4 26.4 5% 7,5%

Copy 6-digit 13 N/A N/A 2.5%

We also changed some of the adjectives we used in post-test questionnaire
aimed towards getting more precise information while still keeping the gathered
information comparable between rounds. A graph summarizing the user opinion
is in Figure 2.

Fig. 2. Summary of participant opinion in second round

We can make the following observations

– Compare-and-Confirm and Select-and-Confirm are both perceived as easy
but not professional.

– Compare-and-Confirm andCopy hadno fatal errors,whileSelect-and-Confirm
still had unacceptable fatal error rate.

– Copy is perceived as hard but professional. It was the most preferred personal
choice as the pairing method users would like to have available on their
devices.
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5 Analysis and Discussions

Strictly speaking, the conclusions drawn from the data collected can be consid-
ered only as indicative of the whole user base due to the differences in the test
set-up between the rounds and the relatively small number of participants.

The fatal error rate in Compare-and-Confirm improved significantly from 20%
to 0%. There were four differences between the two test rounds: participant
groups, devices, checksum lengths, and the UI design. As discussed in Section
4.3, the profiles of the two participant groups were similar. The user interaction
is so simple in Compare-and-Confirm that the change in devices cannot account
for the improvement. The increase in checksum length is not very likely to have
improved the user error rate; although it cannot be ruled out as a factor since
users may have been more careful when faced with a harder task. This leaves us
to conclude that the changes to the UI design is the likely cause.

Select-and-Confirm had unacceptable fatal error rates in both rounds. The
user actions on the two devices need to be followed strictly in the prescribed
order: select on the second device, wait for a response, and only then answer
the second prompt on the first device. It is difficult to design the UI so that
it strongly guides the user to follow this prescribed order and minimizes the
likelihood of flouting it.

The Copy method has natural resistance against fatal errors as long as the
devices are not compromised or the attacker cannot interfere with the display.
The completion time and total user error rate were lower in the second round,
which is to be expected since typing digits is easier on cell phones than PDAs.

The Copy-and-Confirm and Choose-and-Enter methods were abandoned after
the first round due to their high fatal error rate and negative user perception. We
recommend using Copy instead of Copy-and-Confirm although Copy requires
keeping the PIN secret. The Choose-and-Enter method can also be replaced
with Copy method in many cases. Users perceived Compare-and-Confirm and
Select-and-Confirm as easy to use, and considered Copy difficult. However, they
considered Compare-and-Confirm and Select-and-Confirm to be less secure and
less professional than Copy. These properties are often found to be interrelated
and also desirable by the users for seemingly irrational reasons (see e.g. [18]).

The popularity of Compare-and-Confirm was significantly lower in the second
round. This is probably due to the increase in the checksum length, as well as
due to the UI change. Some users were surprised by the negative question and
unexpected labeling of response actions, and expressed that they would have
preferred e.g. the usual ”Cancel” and ”OK” options instead of ”SAME” and
”DIFFERENT”. User perception may be improved by breaking up the checksum
into chunks of two or three digits.

Checksums and passkeys used in the pairing methods are very different from
traditional PINs: checksums are not secret; passkeys are limited to single-use and
need not be remembered. Nevertheless users assume checksums and passkeys
are similar to the type of PINs they are already familiar with. They use this
assumption as a reference point for their opinions about tested methods. This
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had both a negative (PINs are hard to remember) as well as positive (users are
familiar with using PINs) bias to the test setting.

Based on these observations we formulate the following guidelines for design-
ing UIs for the tested methods.

– Default user action (e.g., default button) must correspond to the safest
choice.

– User actions must be labeled using words that are specific to the task ex-
pected from the user. Generic (and familiar) labels like YES/NO, CAN-
CEL/CONTINUE should be avoided. Especially those labels that have di-
rect negative and positive associated meaning should be avoided.

– Multi-step interactions where users can inadvertently and easily change the
prescribed order of interactions should be avoided. If such interactions are
unavoidable, the UI should make sure that it is difficult to change the pre-
scribed order.

For creating usable procedures with numbers, the cognitive issues involved must
be taken into account. For example, checksums and passkeys must not be longer
than 7 digits.

Returning to the research questions we started out with in Section 4, we can
conclude the following. Copy is inherently resistant to fatal errors. Fatal errors
in Compare-and-Confirm can be avoided by careful design of the UI. Select-
and-Confirm does not have a lower fatal error rate than Compare-and-Confirm.
The users clearly differentiated among the methods in terms of ease-of-use and
perceived level of security. However the methods tested in the second round were
similar in terms of measurable parameters like completion time, fatal and total
error rates, and security.

6 Future Work

In this study, we concentrated on obvious interaction models implied by the
emerging standards. However, there are other promising methods that either
use different auxiliary channels or the human authentication in different means.
We are testing handful of these methods using visual, aural, NFC channels and
some methods relying on more basic human sensory capabilities.

After the first round, we identified several UI improvements. We made all of
them for the second round for pragmatic reasons. We are currently doing more
controlled, smaller-scale tests to better understand the effects of different UI
improvements.

We assume throughout the study that the pairing procedure has a trusted
path to the user. This can be implemented, for example, if the control of the
display cannot be taken out from the pairing software when it is active. When
this is not the case, more attack possibilities exist, such as sending a text message
to a cell phone during the pairing procedure and hoping that the user will follow
instructions in the message. We plan to include these kinds of attack scenarios
in our future work.



Usability Analysis of Secure Pairing Methods 319

References

1. Near field communications forum (2004), www.nfc-forum.org/
2. Bluetooth special interest group: simple pairing whitepaper (2006), http://www.

bluetooth.com/Bluetooth/Apply/Technology/Research/Simple Pairing.htm

3. Windows connect now-ufd and windows vista specification (2006),
http://www.microsoft.com/whdc/Rally/WCN-UFDVistaspec.mspx

4. Wireless usb specification: Association models supplement. revision 1.0. USB Im-
plementers Forum (2006), http://www.usb.org/developers/wusb/

5. Wi-fi protected setup specification (January 2007), http://www.wi-fi.org/
published specifications.php

6. Balfanz, D., Durfee, G., Grinter, R.E., Smetters, D.K., Stewart, P.: Network-in-a-
box: how to set up a secure wireless network in under a minute. In: SSYM 2004.
Proceedings of the 13th conference on USENIX Security Symposium, Berkeley,
CA, USA, pp. 207–222. USENIX Association (2004)

7. Cagalj, M., Capkun, S., Hubaux, J.: Key agreement in peer-to-peer wireless net-
works. In: Proceedings of the IEEE (Special Issue on Cryptography and Security)
(2006)

8. Balfanz, D., Smetters, D.K., Stewart, P., Chi Wong, H.: Talking to strangers: Au-
thentication in ad-hoc wireless networks. In: Symposium on Network and Distrib-
uted Systems Security (NDSS 2002) (February 2002)

9. Gehrmann, C., Mitchell, C., Nyberg, K.: Manual authentication for wireless de-
vices. RSA Cryptobytes 7(1), 2937 (2004)

10. Goodrich, M.T., Sirivianos, M., Solis, J., Tsudik, G., Uzun, E.: Loud and clear:
Human-verifiable authentication based on audio. In: ICDCS 2006. Proceedings of
the 26th IEEE International Conference on Distributed Computing Systems (2006)

11. Hammer, R., Hochstein, S., Weinshall, D.: Category learning from equivalence
constraints. In: XXVII Annual Conference of the Cognitive Science Society (CogSci
2005) (July 2005)

12. McCune, J.M., Perrig, A., Reiter, M.K.: Seeing-Is-Believing: Using Camera Phones
for Human-Verifiable Authentication. In: 2005 IEEE Symposium on Security and
Privacy, pp. 110–124 (2005)

13. Kostiainen, K., Uzun, E., Asokan, N., Ginzboorg, P.: Framework for comparative
usability of distributed applications. Technical Report NRC-TR-2007-005, Nokia
Research Center (2007)

14. Kuo, C., Perrig, A., Walker, J.: Designing an evaluation method for security user
interfaces: Lessons from studying secure wireless network configuration. interac-
tions 13(3), 28–31 (2006)

15. Laur, S., Nyberg, K.: Efficient mutual data authentication using manually authen-
ticated strings. In: Pointcheval, D., Mu, Y., Chen, K. (eds.) CANS 2006. LNCS,
vol. 4301, pp. 90–107. Springer, Heidelberg (2006)

16. Miller, G.A.: The magical number seven, plus or minus two: Some limtis on our
capacity for processing information. Psycological Review 63, 81–97 (1956)

17. Saxena, N., Ekberg, J.-E., Kostiainen, K., Asokan, N.: Secure Device Pairing based
on a Visual Channel. In: 2006 IEEE Symposium on Security and Privacy (2006)

18. Norman, D.A.: The Design of Everyday Things, Basic Books (September 2002)

www.nfc-forum.org/
http://www.bluetooth.com/Bluetooth/Apply/Technology/Research/Simple_Pairing.htm
http://www.bluetooth.com/Bluetooth/Apply/Technology/Research/Simple_Pairing.htm
http://www.microsoft.com/whdc/Rally/WCN-UFD Vistaspec.mspx
http://www.usb.org/developers/wusb/
http://www.wi-fi.org/published_specifications.php
http://www.wi-fi.org/published_specifications.php


320 E. Uzun, K. Karvonen, and N. Asokan

19. Palmer, J.: Attentional limits on the perception and memory of visual information.
Journal of Experimental Psychology: Human Perception and Performance 16(2),
332–350 (1990)

20. Suomalainen, J., Valkonen, J., Asokan, N.: Security associations in personal net-
works: A comparative analysis. Technical Report NRC-TR-2007-004, Nokia Re-
search Center (2007)

21. Vaudenay, S.: Secure communications over insecure channels based on short au-
thenticated strings. In: Shoup, V. (ed.) CRYPTO 2005. LNCS, vol. 3621, pp. 309–
326. Springer, Heidelberg (2005)



Usability Analysis of Secure Pairing Methods 321

Appendix A: Screenshots from Round One Implementation
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Appendix B: Screenshots from Round Two Implementation
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Appendix C: Background Questionnaire
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Appendix D: Post-Test Questionnaire
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